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The Story %/QNS

® When we were dealing with “lOC Disease” earlier
this year we got pretty good at using vxWorks
diagnostics tools, mBufShow, inetStatShow, and
a few that WRS gave us like ifQValuesShow.

e We got pretty good at “tuning” by setting mbufs,
driver queues, and the “if _Q length”.

® We found and fixed several causes of depleted
buffers.

e We still have errors! Diagnostics like ifShow
indicates txErrors and we still get white screens.

e The end driver with debugging turned on also
reports txErrors.
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The first round of cures @%SNS
RS

inetstatShow

Active Internet connections (including servers)
PCB Proto Recv-Q Send-Q Local Address Foreign Address (state)

1b4a990 TCP 0 8184 172.31.124.20.5064 172.31.124.107.51553 << Archive server

mbufShow
CLUSTER POOL TABLE

size clusters free usage

64 800 772 9859

128 1600 1531 105147601
256 800 800 2138545

512 400 400 34635

1024 200 200 1913

2048 300 300 27947

4096 20 20 6197

Eventually the archive server would consume all of the buffers because daily restarts never closed the old
sockets. It usually took several days to a week for the I0C to crash, especially with large buffer
configurations.

Other clients, were problems as well. Edm with a stuck mouse would do the same thing!

The net result is that we understand this and have fixed the problems
with clients for the most part.
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The second round \[KSNS
=

® Now what? We still have problems and the IOCs
have plenty of free buffers in the network stack.

e Maybe it is time to look at traffic patterns.

@ Bring in etherreal!
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Network Traffic Analysis (Setup) JSNS

@ IOC Under Study:

Scl-hprf-ioc05 (without Beckhoff driver)

— Connected to CISCO 2950 layer2 switch
e lin-ics-netsw3b1 ---- port 1

e Port 1 is mirrored for observation via a linux-based packet
capture and analysis system.

® Tools used:

Laptop with “Ethereal” packet capture software

— NIC 1 (eth0) ---- used for remote access to the packet
capture station

— NIC 2 (eth1) --- connected to the CISCO port mirror.

. . I'” Ep Ame AW
ICS _ Software Engineering Group A \‘ SRR TSy LosAlamos ol

“w-r




What we will study? AV
SN

® What we will study:

Network Memory Resources Model
— What are mBufs?
— What are mBlks?
— What are cBlks?
— What are clusters?

Flow diagram of the vxWorks Network Stack
— How are packets moved in out with respect to the OSI model?

The journey of a network packets as seen through the eyes of a
network sniffer in an EPICS environment.
— We will make a timeline of events from the time an IOC is booted to when
it is “open for business”
e CISCO port auto-negotiation and turn-on
Loading of vxWorks image from boot server
Re-setting of IOC's network hardware by vxWorks
Loading startup file common to all vxWorks IOCs (i.e. common.cmd)
Loading application specific startup file (i.e. st.cmd)
e loclinit

What protocols are showing up?
— Needed in the context of EPICS
— Nuisance Protocols/traffic
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VxWorks Network Stack Flow

User Application

A

A 4

WRS Standard Socket Interface W

’—’_ UDP/TCP/Raw ’—’

write() read()
Socket Send Socket Receive
Buffer/Queue Buffer/Queue

o

IP Send Queue
50 packets

TCP Fragment Reassembly
Queue
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IP Receive Queue
50 packets’
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Real-Time OS Considerations \%NS

Buffer management
Pre-allocated buffers as opposed to dynamic from the global heap at run-time

Timers
Connection management
Timeouts
Retries

Latency
Fast and deterministic interrupt handling interfaces
Small thread context switch times

Concurrency
Smart use of semaphores

Minimized Data Copying

The TCP/IP implementation should minimize the amount of data copying. The
data within each frame can be maintained in the same buffer so it doesn't
need to be copied and re-copied by the CPU at each stage of the protocol.
The networking chip's DMA places the packets directly in the managed buffer
pool where the packet is passed up through the stack by manipulating
pointers and not by copying data. The mbuf mechanism has been extended to
allow the data to be shared between mbufs and mblocks where there are
STREAMS protocols also present in the system.
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Protocols we deal with in EPICS AV
SN

® UDP port 5065

CA beacons (“lI am here” Heartbeat)

Used to re-establish CA TCP virtual circuits
CA beacons do not expect any replies

The CA Beacon Daemon is listening on UDP port 5065.
— A.K.A caRepeater

@ UDP port 5064
CA search message
A response is expected within some timeout interval

® TCP port 5064
CA server establishes a virtual circuit on port 5064

® NFS

UDP port 111
— Loading up IOC application
— Running autosave/restore
— Re-directing 10C files to boot server

@ NTP

UDP port 123
— Keep IOCs time in synch

— At SNS we should see this about every 10 seconds in our current configuration.
e RSH
UDP port 514

— Remote login support
— Catin vxWorks image
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Network Traffic Analysis

PowerOn IOC

T-0sec \

Bring NIC online
T+ 3 sec

EPICS neighbors com
T+ 3.02 sec

Ethereal Packet Analysis Timeline

M sc)-hpt-4acti5 Boo tup-ping
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Network Traffic Analysis (Cont’d)

Ethereal Packet Analysis Timeline
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Network Traffic Analysis (Annotated)

Load vxWorks

NIC restart Load EPICS

Startup.cmd Heavy NFS iocinit is ready
EPICS is running
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Network Analysis (Packet Size DIStrlbutlo&égNS

Scl-hprf-ioc05
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Network Analysis (NFS/RPC statistics)

Scl-hprf-ioc05

5 EitrPewk NX - [Detall Statistica] <} 3]
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Network Analysis:

Data Collection on Network Queues NZSNS
PROTOCOL RECEIVE QUEUES S

® Healthy:
» dtl-llrf-ioc1a> protocolQValuesShow

IP receive queue max size = 50
IP receive queue drops =0

ARP receive queue max size = 50
ARP receive queue drops =0
value = 28 = Ox1c

® Unhealthy:
» scl-hprf-ioc05> protocolQValuesShow
IP receive queue max size = 50
IP receive queue drops = 107

ARP receive queue max size = 50
ARP receive queue drops =0
value = 28 = Ox1c
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Network Analysis:

Data Collection on Network Queues \PZSNS
IP SEND QUEUES s

e Healthy:
» dtl-lirf-ioc1a> ifQValuesShow("dc0")
dc0 drops = 0 queue length = 0 max_len =100
value = 46 = 0x2e ="."

® Unhealthy:
» scl-hprf-ioc05> ifQValuesShow("dc0")
dc0 drops = 200 queue length = 0 max_len =100
value =48 = 0x30 ='0°
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What can go wrong with the Network Stac@ZSNS
=

@ Disruption of tNetTask via deadlock causing
sockets not to be read.

@ User tasks in general should have a priority lower
than tNetTask. (i.e. greater than 50)

e Do not create and then take
SEM _INVERSION_SAFE semaphores before
making a socket call or your task could be
promoted to run at tNetTask level
tNetTask netTask 1cee480 0+l PEND
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What can go wrong with the Network Stac@ZSNS

ICS _ Software Engineering Group 18 A ’_\l I

Application may have deadlock conditions which prevent
them from reading sockets.

If inetstatShow (or equivalent in other systems) displays
data backed up on the send side and on the receive side of
the peer, most likely there is a deadlock situation within the
client/server application code.

Running both server and client in the target by sending to
127.0.0.1 or to the target's own IP address is a good way to
detect this kind of problem.

Heavy NFS traffic may require an increase in driver memory
pool.
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Results/Conclusions \[KSNS

The Network Analysis allows tuning of the network stack from apriori
information as well as empirical data collected from the real environment.

We have discovered some devices on our network that have improper
configurations and hence cause unnecessary traffic.

We have discovered that NFS is really a heavy hitter and that
autosave/restore request files should be stored in one location.

We have discovered that IGMP snooping must be supported on the CISCO
edge switches to contain Allen Bradley Control Logix PLC multicast traffic.
Multicast traffic should be contained in general.

We moved from the CISCO 3500 series to the CISCO 2950 series
— CISCO 3500 series only supported CGMP snooping

We learned that sometimes IOC application errors are the main cause of
Network Stack Exhaustion and/or failure.

We have added an “open-source” network sniffer (Ethereal) to our EPICS
Network trouble-shooting ToolKit.

We have built in the Network diagnostics show routines from WRS in to
our IOC’s common support library.
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® Introduction

® Implementing a network stack in the
context of a Real-Time OS (RTOS)

® Basic Definitions and Memory Pools
® Network Stack Flow Diagram
® Network Traffic Analysis (w/ethereal)

® What can go wrong with the Network
Stack?

® Results/Conclusion
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Basic Definitions JSNS
AN

Mbufs (deprecated):

stores small stack data structures such as socket addresses, and packet data. Mbufs
were designed to facilitate passing data between network drivers and the network stack,
and contain pointers that can be adjusted as protocol headers are added or

stripped. Mbufs contain space within them to store small amounts of data. Larger
amounts of data were stored in fixed-sized clusters (typically 2048 bytes), which could
be referenced and shared by more than one mbuf.

Clusters:
Network Data containers of various sizes in bytes
Data containers must be a power of two

cBlks:

The cBlk is a structure that contains a pointer to the cluster data, the cluster size, and
an external reference count.

the "cluster block™ was added, supporting the zbuf sockets

inrter_face and multiple network pools in addition to cluster

sharing.

One cluster block is required for each cluster

mBlks:

The mBIk is a structure that contains a pointer to a cBlk or another mBlk. mBlks are
basically a modified version of the BSD style mbufs. The difference is that they now
refleolienﬁe external clusters rather than carrying data directly. They are now called
"mblocks.“
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The 3 main Network Memory Pools \%NS

® Network Stack “Data” Pool:

Data pools are used for packet send data with extra space for
protocol headers. Clusters from the pool are allocated in the socket
layer. The function which offers info about it is
netStackDataPoolShow(). You can configure it with the definition of
NUM 64, ..., NUM_2048.

application layer = network stack layer > network driver

® Network Stack “System” Pool:

System pools are used for network structures (sockets, routes, etc).
The function to offer info about it is netStackSysPoolShow(). You
can configure it with the definition of NUM_SYS 64, ...,
NUM_SYS 512

® Network “Driver” Interface Pool:

Buffer pool for each network interface. Data from the wire is received
in clusters from a network device pool. These buffers are then
passed up to the network stack. This pool is also used for staging
packets to be transmitted by the target. The driver pool can be
shown with the following utility routine: endPoolShow(“dc”,0) for our
MVME2101 boards. Call muxShow() to show network driver info.

-~

\s‘ﬂmq‘“% AAS NS
ICS _ Software Engineering Group 22 iA@,,—‘ creee) ] SO G@k sod LosAlamos omnl




More on the Driver’s Pool JSNS

® Cluster size for ethernet is 1520

Cluster size has to be big enough to receive or transmit the
maximum packet size allowed by the link layer. In this case that is
1518 bytes

Two extra bytes are required to align the IP header on a 4 byte
boundary for incoming data.

Default number of clusters is 80.
END network drivers lend all their clusters.

Clusters = numRds + numTds + NUM_LOAN
— Where numRds (32) is the number of receive descriptors
— Where numTds (64) is the number of transmit descriptors
— NUM_LOAN (16) is the number of loan buffers
— mBlks = 4(hnumRds + NUM_LOAN)

— Currently in the field for SNS06a and SNS06c we have:
e numRds =32, humTds = 64, and NUM_LOAN =16
e mBlks =192, Clusters = 112

e Should this be increased for some Apps? If yes, we need a configuration
parameter in the “other” field.

— Driver Pool for END drivers are configured in:
e $(WIND_BASE)/target/config/<bsp>/configNet.h
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Basic Definitions (Cont’d) AV
I

Network Stack Queues

® Queues are used to hold data waiting to be processed
» Queues are implemented as a linked-list.
» Clusters are chained the to the queue's linked list

® Types of Queues:

» Receive Queues:
— IP PROTOCOL RECEIVE QUEUE
— FRAGMENT REASSEMBLY QUEUE
— ARP RECEIVE QUEUE
— TCP REASSEMBLY QUEUE
— SOCKET RECEIVE QUEUES

» Send Queues:
— SOCKET SEND QUEUES
— IP NETWORK INTERFACE SEND QUEUES
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Network Traffic Analysis (Cont’d)

Load vxWorks

Ethereal Packet Analysis Timeline
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GIGL R 0EE 1T 19,3175 10 0 vnpes\ 000 )
B3 XM, 0655 1ML LT TR 3L 7L 1 U e\ 0N h ot  /ade/epron/ 1ocCosscnync |- See - ol ataetup, oxd\000
SI0G 20, e 1 n 174515 1: = 1001000
BLOGY 290, G317, 15 "R TR LT 13 i vnueee\ 000
BLOTL 2900, 3317 1L TR 123,724,108 O woree OO/ ot { /el ep i locfomsony s | S 1 o/, | N1/ oy, s\ 000
GHIG2 78, 55081 1L 3L 1L 1L 0L T 18 L] FENDDD
HLIO0S 299 565178 1AL 8 1R 3L 7L 1 i mper\ (00
BHN 200565018 18R B TR AL TR 1N =i v\ OOt ¢ Jad/epi/ inclossonne | Spe - loc vkl Ao, cx\DOO
¢ Freme 3% (00 totes oo mire, 50 botes coptured)
Bttereet 11, Sec! O:00af QiS00 Dot: Q030650 3= i
Integeed Prolocol, Sec Adde: TR TATE Q7L 35,7579, Dut Adde: 172 30,75 10 (U? 'n 5 13)
Temrminyion Doctrol Protassl, Seo Pocts 1622 (10223, Bt Mort: sdmll (G1Y), fog: s ], Lant &
goooomm\rn.nogga alHUEBOLN LD, =K :
[0 00 24 b0 43 00 00§ hb:rll'ldic'l:l ..-.l,u.m.
W BshGrERens ll":ﬁﬂnllm.OE [ 2% .&.,..
20X 7 00 b 71 60 00 (MR P 2
L Y N I ML N n

‘_,.wxnu
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Network Traffic Analysis (Cont’d)

vxWorks initialize
Restart NIC

T + 5.240 sec

NIC is ready again
T+ 20.736 sec

EPICS neighbors
come knocking

ICS _ Software Engineering Group 26

Ethereal Packet Analysis Timeline

2wt aprt e 01 bootug purg drvg  Ctareal
Be B0 Yew G0 Capuee Addyie Staics  Help

B D0 xFS Gap DI X

b Intsroet Protaco)l, Sec Adde:
¢ letarmet Coonteol Massmn Protacol

WAL T T8 (L7231, TR 78), Dat Adde:

A4 Phe¥x &

M| ]vl+£-nm- lbLn-l-’m

[N . ]hn- i'wuu ]Dv\mm- I\rnt.llldo
1052 5 165647 17430, 121 1753 I ES ¥ Somrs gort: 102 lestimation port: 565
1053 5, 18363 17231, 72. 82 1T 3L 7 26 ¥ Sooree port: 1022 Destinstion port: 5065
1054 5, 201239  Motorols @4:bl:3c  Rroadowt AR Mo e 17230 72,637 Tall 17231, T2 16
1055 5, 215079 172,731 17231, 15, 255 P Soarce gort: H0BS  Destimation port: 565
1055 5, 206 174373 4} ZO, 520,50 WP Soarce porl: $M4M Destimbion port: 48444

XIWI u;«mo TR 3L TN 172 30, 10, 26 W Source port: 102 [estimtion port: W65

b, 2440273 17231, 1,80 172 31, 7, 26 P Socarce gort: 1027 Destinetion part: 5065

llﬂ? ll MBS Timn dd:a8:6) enNT? UZ I fuecdll; 369, DUT 0e00000C (Cisoo), PID Ow2DOY
100 1, 1TA6 Cisco dd:ag:8] ae Nt e I DR 59990, T 0e00000C 5313{:’)). PID Ox2008
1071 13, 718028 Disco_dd:a8:41 aenTe S 0, func-l; S0, DU 000000 (Disco), PID OxaXn
1072 1R, 7107 Do dd:s8:61 e UL I fone (0 SN0, DU 0e0000XC ('11.':1)). PID G004
1003 1725003 Ulsco 4d:a8:4) aeNTY UG fc=l; S8, T 0eD000XC (0 15200, PID Ox2004
10N 1725780 Cisco dd:a8:4) eNTe U I foec=(0; 62, OOF Qe00000C (Disco), PID Gu200d
1075 20, 5343653 !i;-bnl:,&::tﬁ:l] nm.bd AR »ln Im 1TR 31727 Gestuntoon ARP

D075 20, TIHRT Cisoo ddisfizfl o Lees (foc B
1077 200 MIIT3 17,0, 74655 3,778 e IOT? ) 5064 !PS& X
1078 20. 1256 1TA 31,785 Iﬂ.?l R e 1075 ) S04
1073 20, M1450  Motarols 00126:19  Hroodomt AP o bee 17231, I‘2.i¥‘7 Tell 1WA3LTL TS
1090 20, 1534 Motarola @b:71:22 Motorola Oc:26:19 ARP 172 31, 7285 in ot 00:01:af:b:7f:23
1021 200 MI77  1TA3LTL R 172,31, TL B85 P 5054 ) 105 [RST] SespD Aok 332385062 Hin'0 Lzod
032 200 MeL11 1723724 1723115, 756 P Soaecs gport: 1033 Destimtion port: HED
105 20, MATY  172.,21,73 9 172,31, T, 26 ¥ Sourcs gort: 10E Destination port: 565
1094 20. 5554 174372100 172,31, 7o, 26 P Source port: 4080 Desbinstion port: 5064
1025 200 T/0a83 174314123 172,31, 1o, 26 WP Soorce: porl: 1032 Deatinslion port: W5
10565 20, 12568 172,301,124, 20 Z6, 50 50,5 WP Sowoe gport: 102 [eatumtioo port: 565
1087 20, 8325896 17431, 12 1T 3L, 7o, 256 P Somce port: 102 Destinstion port: 5065
1058 20, 432958 174 31,124,100 DO N0 EN R Sowros port: 52383 Destimbion poet: SOG4
1089 20, 933193 172.31.88.53 LOO0E6,%50 WP Soorce gorl: 1089 Destumtion port: 65
1090 200235120 17231, 73,145 172 31, To, 255 W Soarce gort: D0GE  Destinstion port: S65
1091 2008365013  17A 31 VL&) 17531, T, 2% o m-rv port: 102 Destinetion port: WK6H
1Ay M0 DI 1T T T3 A 177 71 E A N0 Copmrm mewrt = LOT2  Dlact 30nd 5oy ek« S005

i Frose 2003 (39 bytes oa wirs, 38 bytes coplured)

¢ Btheroet [, Sec: 00:00:af:Qe:25:00, Dat: 00:06:50: 15:53:04

PPV 000 (172,31, 72 100)

S0 Ao #in-8192 Loy 32 TSV-2214003 TSER-B4233
Sep0 AdkQ #in 8152 Loy 32 TSO 2214038 TSER 910565

s ax

%‘%»urd“&:

f(ereeee |||||
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ggoommsomn ?)OI .ammmoa?os:woo B X X S >
IOWJ&WMOO D01 50 cbac if 48 42 oo 1F | R ...IN.
50‘}*00&;13':'9-'8 00 00 00 0 0F 1> 09 0> ILI e
%' 7 08 0 WOo:0 0D IO 12131415 .. crangsey
0 IBI7IRIIalbicid Ia1fA 203925 ... .. |'TH .
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Network Traffic Analysis (Cont’d)

Do NFS

T + 30.7 sec

e Lt Yoo 0o Camen Aniver Smiics  Hiele

20 3070 1ILELTL S LT 3L 72101

XX 30 NG TR TL R V72,31, 7% 501 i“‘.
213 30, 43000 17230, 02, 13 72,30, 17, 501 w5
2138 30, W3 172 3. 1. B 2. 3L TR 101 &)
241 HUNHI 1T TN L7200, T2 101 £
Z144 20, 5062 17237513 PIL 38,72, 501 &
O N7 VLN 172,31, 7% 100 w5
NG I ]I VL3 TL B 172,35, 7% 10t 5
232 WL AR 1IR3 TIL T3 ITL 3L TZ 101 2]
33 T, 1TLILTL B b7, 30, 72 101 i
D5 W R ATLIA TR FIZ, 31, 72 101 S
BT I2,FHANI V3TN B VI2, 38, 72, 100 w5
331 3 0 1TA L TR 172, 30, 7% 101 W5
2470 3, T3 1TLILTA TR 17235 T2 101 Wi
T2, TIEA T3, 7478 VT2 30, 72, 100 W5
WNA TN VT3 5 LI 3L, 7% 001 &)
A5 W TN 1TRIL TR L2 00, T8 508 2
MR AN TIAN 1T LTS ITL 3L T2 01 W5
MO W TR T N R A2 0 W

¢ Frome 2122 (152 botos 00 site, 152 ytss cptursd)
Kthermet 11, Secs Q0:01:0f:00: 25719, Owt: 00:00:58:3a: Mh:is

b leor Dotamros Protocsl, Sec foet: arce (M), Dot Port: uiy
¢ Resote Procsdwes Call, Tyge:lall KID:0ng149e335)
¢ Metaork Fils Systes, LOOGF Call D Ond 0200c/bootLine
000 VB DM 0B HE0EN0 .0
W0 XAV DBl Bl ...
Oaamgﬁggéﬁ ;!:0!&3&1%% ...
O § Ll
o 1 o) 00 20§ 10 § A
gmgfn%us B ERRRARS i
Fae pitpf a5 tammopeg g P LS D 17N 0

Ethereal Packet Analysis Timeline

so.

D@ xPE Qapr T QA PRGX @
B e [ < ST2ILTET8 08 e 111 0 ]| # L lbgul-ﬁw.
(Mo [Tme | Sowce | O Jowocafe S

mmmummmn—nmu m-:-am»mulomnmmmwrumwml_ |

WE Call (Reply In 21330, 06:Oesd 5200/ Sootlae
\rz Ll)ll" Call (Beply In 2135}, OH: Qe 32ibo/tootline
VZ UON® Call (Reply In 21 !ﬂ. DL ek 33200/,
V2 OSATE Call (Repdy In 21390, DH: Oxad 33200 Sooth e
V2 SBAD Tall (Reply In 2042, PH:Oxbadhl Qs Offoet:0 Coond 8192 Totallownt:0
V2 RITE Cal) (Reply In 2145), PEObERISe Begindffset=0 0ffmet:0 Fotalloumt: N6
V2 LR Call (Reply In 2338, DL Oecbal MY/ 1 1o
V2 UDRR Call (Reply In 2320}, O 0e 5] 34be/ S5
V2 LOWP Call (Reply In 23220, OU-0ed8)DMbe/E-1-7
V2 LOEIR Call (Reply In 2334, MH-0=344833ac/inclot
V2 LIONR Call (Reply In 2325, O8:0e3cidac/sc)-teet - foclh
V2 LUON® Call (Reply [n Z330), 000 Mooddac/at, ou!
V2 BAD Call (Reply In 23330, FEEOeifiotdac Offmet:0 Cost:@l02 Totallomt:Q
V2 LIOKR Call (Reply In 26710, UH-Oechad 5552 e
V2 LR Call 1y In 2673), 000l b/ HRY
VZ2 UDNR Call (Reply In 26700, D0 0es ) 90ibs/R3-1-)
V2 LD Call (Reply [n 2677, DH:OeRR0w/ joclioot
V2 LONR Call (Reply In 241, 0603425000/ 5] bl ol !
U2 L Tl snly In 28300 00 el A /o ot -

Irtarmet Protocol, Sro Mde: 1723L 7278 (172 3L T4 79), Dot Addr: ITL3L 72101 Q7230 72.100)

(20430
ALK 3
eana B,
L
e o1l -

urc‘“
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Network Traffic Analysis (Cont’d)

RSTs from a previous
connection

Do Etherlp
T+ 87.16 sec
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Ethereal Packet AnaIKsis Timeline
2 sl hprf boc 05 boutup ping dmp - Ethereal .;Qi]
Efbe ﬂ! Yiew Go Captue Anahyze Stamncs  MHelp

B DRxPs Qa4 DT QAGQ PHeaX B

,}mom[mm w i72 unnunnxm--um |v|¢g.mv.m [bgm[ i and
R o —'m'"‘ ’ |
2 3L 72, It 2. 31, 72 %) mxxmummummmm l-
2257 32, 212903 172,31, 7278 1723114, %0 $4818 Seg0 Ack=B4529559 W0 Len-0
2272 32, 337578 172431, T T8 17231, 4,49 IO&} $4813 R:’»l’ Seq=0 Ack=83963037 #in-0 Lan-0
,'m.oo 87, 162368 17231, 7. 18 17231,'4. 49 F.P 1025 ) #4813 [SW Scx: 0 Ack=0 Rn=8192 Len=0 N55-145
11201 B7, 162755 11231, 72,78 1723114, 5% TP 1025 ) 44813 [SYN] Seq=0 fick=0 Rin-8192 Len=0 HSS-148(
11208 87, 163224 172,31, 72, T8 172,31, 72, % TP 1027 ) WBIB [SYN] Seq-0 Ack=0 Hin-8192 Len~0 M5S-148(
11206 87, 163532 172 31, 72 18 172.31, M, 43 TP 102 ) MB18 [AXK] Seq-] Ackel Rin-8132 Lan-0
11206 81, 163749 17231, 72, 18 17231, 1,50 e lOl‘») 118]% ACK] Seqe] Ackel Min 8192 Lan<0
11207 81, 154008 172,31, 72, 78 172,31, 74,43 BENIP  List Services Reg)
11208 B7, 154283 172,31, 72, 18 172311, 5% NIP  List Services Req)
11210 87, 165489 172,31, 72 18 172,31, 72, %0 P 1027 ) 44818 ('L'II Seq-1 Ack=l Hin-8192 Len-0
11212 B7, 165748 11231, 72, 18 1231, 72. % ENIP  List Services L 5
11215 81, 167261 172, 31,72, 18 1231, 14,50 e 1025 ) 14818 [AK] S 25) Ack-o1 du) 8155 Lea-0
11217 87, 16/53% 1123172, 78 17231, 75. 50 BNIP  Resister Session 2q), Session: (x00000000
11218 87, 167757 17231, 72. T8 17231, 4. 19 P 1025 } MB18 [ACK] Seq=25 A::k )| 3u1 8155 Leo=0
11219 87, 163040 1723172, 18 17231, 4,93 ENIP  Register Session Req), Sessioo: (k00000000
11221 87,169121 17231, 72 T8 172.31. 4. 50 ENIP  Send RR Data Rzq), Get Attribute Sinels
11223 87, 163617 172317278 172,31, 1. 49 ENIP  Send BR Dota Req), Get Attribote Sile
11227 87, 171564 172317218 172,31, 72, %0 BNIP  Register Session Req), Sessica: Qe00000000 :
11272R R7 19203 172 31712, 1R 172. 31 14 54 RNIP  Sond BR Datn Beal  fet ftteibots Sioels (=}
AT

~ GF

L Bthornet 11, Sro- 00:012af-00:25:10, 0st: 00:00:be-03: fa:%h
v I[ntemet Protocol, Seo Addes 17231, 72 18 (172 31, 72 19), Ost Addrs 172 31, 72.90 (172 31, 72 90)
b Tranemission Contral Protocol, Sro Ports 1027 (1027), Dst Porl: 44318 (44818), Seq: 0, Ack: 1259433192, Len: 0

Frame (Trama), 60 dvytes P 4383 D TOM D

.
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Network Traffic Analysis (Cont’d)

loclnit is runnin

T + 88.711 sec

Note:
EPICS ready after it sends
out its CA beacons

A
ICS _ Software Engineering Group 29 AE reeeel) [| AP :@“4’“““”\‘5@:’ Los Alam

Ethereal Packet Analysis Timeline

e Est View Go Capnwre  Analyze

B DlxPddA Gap DITX QG PheX @

JJL-.. Jmar we 172.31,72.78 &4 udp gen we 5065

Stumncs  Melp

~L - lv] ¥ Lapwsson I -~ gk...| o Asowy

m-: Sowce D;smunm = ‘malum — 1=
mmmr L7231 75, 28 (031 Deatination port: 565 I

172 31, 33, 255 Source port: 1031 Destimatioa porlt: LOGH

£l
—_—
b
&E i
S

1
11720 83, Ill ‘SI l'IZ .ll. I7. i ll‘z31. 91, 256 e Source port: 1031 Destination port: LOSH
11721 88, 711683 172317218 172,31, 121, 255 e Soarce port: 1031 Dostinatioa port: LOGH
10722 88, 112107 172317218 172,31, 75, 255 e Soarce port: 1031 Destinatioa porb: H065
11723 88, 7112285 1JZ31L72 718 172 31, 83, 255 e Soarcs port: 1031 Destinotioa port: !
1726 88, 7126530 1VZ31L 7278 172,31, 31, 255 e oe port: 1031 Destinatioa port: 5065
13727 83, 713197 172317278 172,31, 127, 256 e o port: 1031 Destination port: 5065
1738 83, 740401 17231, 72,78 172,31, 15, 256 e » port: 1031 Destinoatioo port: H065
TI739 83, M5680 172317278 172.31, 83, 256 D¢ Source port: 1031 Destination port: H0GH
11790 83, 6754 172317278 172,31, 91, 256 4 port: 1031 Destination port: H0GH
11741 88, 45817 17231, 778 17231, 127, 255 e oo port: 1031 Destinatioo port: DOGH
1755 88, 812¢48 17231, 7. 18 172,31, T, 256 D€ Source port: 1031 Destination port: HOGH
11755 88, 812625 17231, T 18 172,31, 83, 255 ¢ Source port: 1031 Destination port: bHOGH
11769 88, 813065 1723172718 172,31, 91, 255 e Source port: 1031 Dastinatioa port: HOGD
1770 88.813208  17L3L 7L 718 VT2, 31, 127, 255 e Source port: 1031 Destination port: HOSH
11829 88, 9989423 1/231, 72718 172,31, 75, 256 1€  Source part: 1031 Destination port: bHO65
11830 88, 999577 1/2.31, 7278 172, 31, B3, 206 e Source port: 1031 Destination port: OGS
11831 88,933738 12317278 172,31, 81, 255 D€ Source port: 1031 Destination port: 5065
11832 88,999899 17231, 72718 172,31, 127, 256 e Source port: 1031 Destinabion port: 5065
11966 89, 312510 17231, 72718 172,31, T, 255 e Source port: 1031 Destination port: 5065
11955 89, 312583 17231, 7278 172. 31, 83, 255 D¢ Source port: 1031 Destination port: 5065
11957 89,312845 17231, 7278 172,31, 81, 256 D¢ Soarce port: 1031 Destination port: H0G5
11958 89, 313008 172317218 172,31, 121, 256 D¢ Soarce port: 1031 Destinoation port: H0G5
12181 B 995688 172317278 172 31, 15, 256 ¢ Source port: 1031 Destination port: OGS
12192 BA M58 172,317 78 172 31, B3, 256 D€ Source port: 1031 Destinotion port: bHOGH
12143 B 980633 17231 7L 18 172 31, 91, 256 e Source port: 1031 Destination port: LOGH
12149 845007 1/Z3L 72718 17230 121, 250 e Source port: 1031 Destinatioa port: 5055
PR T S S b T e 117 N 1B Srwsees tvand + DOTL Dharsd Suval Srnen sseneet + 065 s
¢ Froms 11715 (50 bytes oo wirs, 50 bytes coptared) =3

= Etharnet 11, Src: 00:0l:af:02:26:19, Dat: fr0f- 90000101
Degtination: fE:ffzfEz 000111 (Rroafoast)
Soures: 00:01:af:0::25:19 (Motorals 0s:25:19)
Type: 1P (0x0800)
Tradler: 0000
Sec Addr: 172 31, "1’3 172, 31, 12, 18), Dst. Adde: 172, 31, 75, 266 (172, 31, TS, 255)
ocol, Sro Poct: 163 uﬁmm:@ I

Intarmet Protacol

Sourts port: 1031 (10031)

Dontination port: 5065 (BOGS)

Longth: 24

Chockeum: 0x1313 (corrsct) il
Data (16 brtes) =

=3

m’l(lﬂﬂffﬂwm af G 25 19 08 00
10 21 49 ac 583"6

0010 00 2 }9 :?
B8 1 e 5 5

User Datagean Prosscd Gy P 141884 D B0 M O

L B
o 1t
00 b

,,w’w -
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Network Traffic Analysis (Cont’d)

Ethereal Packet Analysis Timeline

e L Yoo G0 Catum Anspis Jains e
WD xFO Qe 9T 4 PheX B

LR Y

RSTs from a_previous

connectlon e ..[... --m n r-u-u--m ¥ 1M oo IVIOun-— |bc~-[’!m-
l!—- e ll)nm ]\“l =1
/ Ml.r_"&!'hlb'-l' lli.lO)' T O T
4| AL 0758 ATA L TA M 172 41, m T XA ) W00t k-l o Ak 110508 #1r0 Lao 0
IS5, TO0162 TR TAH ITZ a, lw i i part: MG Dol om port: 13933
1513 W NS AL AN 1% 31 m 100 TP S00A ) TEZE [SYR KX Seg® Ackel @inUl32 Las0 N55:1450 50 TR 120 TSER- 1335060140
1500 W BN IR IR 3L LA, 1 IF e ) O (aX "; b A 108 a8l Lo @ TEVS120 TSR 115040140
I3 90, B0 ATRALTL Y ULILIN, 100 TP 08} 062 [P AR Soptl Achel081 WasS152 LenGAD To 129 TSER-11 00140
LS M NEAT IR TN L 3L 10 1y foursn port: SO Dostined iom port: 5083
1A 90, TRI)  NTRAL A B IZ3LEN 100 T 300 ) 382 (AX) SerSi] AT fn-diS Lear( T0-127 [SER<1126000183
I OB WO MTRALTA N DZILIMN100 TP 00 3 Gaze KK] Seq @1 Ak D67 Wi 132 Loer0 T 120 FS1L9NG145
1558 0050861 ITR3L TR ITL3124,106 TP 5066 } 2R (KX} Sop-511 AI0T MinB1 3 Lo 1443 TS-123 TO8R-) 135040143
1560 WO IRl AR ILALIN 10 T2 o008 ) Jm s d 20%) Ack 25T W31 Lan 1448 TN lz Tk 11 500141
T3 00,3004 LR TRB 1723010, 100 E R (o Soq I53T Ak N7 2in-Ati0 LooBi3 T34-127 178X 11 0040143
1D 00 30A%  ITL3LTL B ITZALIN 180 T 0w ) XS (Pl AX \ng,t\x;xxlry.slnunmr 123 TERR- 108001/
SN 080 IR TN A NN T 06 ) R R, KX Soq 3000 Ak 36T Sin G1 IR Lo 1000 TRV 120 TS8R 1155040147
. 157390013 IRIALTAE TZ3L1N 100 TP 5056 ) 2322 [PoR ADK| Seqssl2] Acse3572 RSl X Las-32 T-129 r')x 11350640017
Talk to Archiver L NS AL TR UZLEA 100 T 5004 ) s (PR WX 5o G473 Ack- 570 Rin 01 Loor 12 E50-125 THER- 112606004
MO 3L, 00 I3RS UL 3L EN, 100 o Soures port: H064  Desbif e port: §6232
12712 0L 013 TRl AN ILILEN 100 T MO ) ZN2e m‘ NX} Soq 0 Aokl Wi S1E2 Los0 M55 1450 0 TS l» e > B R P TR
T+ 90.73 sec NI SRR URAL 100 T 00 ) DEEs INK) Tl Ak D0R) i d102 Lo TV THR-11 50001
N L AR ITRALTA R IZ3LEN 10 T 66 ) X85 KX Seqel Ack 1080 Mo 8192 Lon: )52 TO0 130 Tl umlm "
TR M AR MRRIALTAS VL 3L L, 100 e 06 ) 258 KX Sexg TG Ak LTS #in 918 Loor 0 T 130 TSER 1L 35001 97
12723 0L, MEIAT BTRALTL N 3L LA 108 TP 3066 ) 0825 (W) Soq<f5 A1/ w8l L1943 TV-130 TS 113504019
LI L RS SR TA LN 100 TP 500 ) 2 [KNX) Seg 2217 Ak | 122 din 9102 Lo 1443 150000 TSR 11550001 9)
127 31, 30054 1720 T8 I1TL 3L EN, 100 n» A ) S (PR KR Gege 055 ASCITE) #in-S1 50 Lo 1200 TS9-130 TEER-1139040077
12725 0L X005 12 0L A B WLILAM 10 TP 5008 ) 23 [P WX) Seyr 300 Ak 1723 $indl 30 Laer 344 1540130 1100113006000
R OL 0B MR TLE 1723000, 100 (09 Sowres port: W60 Dostinatim port: 465202
WAL AN LRI H ITZ3L1N.100 R Source port: 064 Destuetion port: 45292
IS NANW SRRIALTR LI 3L T, 100 w oA ) s g I Ak 1508 S 3302 Lan 0 T 100 TEERLEE0M M
AYER Oy e annmn e 11y 31 A\ e MEA \ PN C..- AR Ad TME Ml 3100 P A TS 100 TIED -1 00MAE 0 "4
b Frme 2531 (00 Mt oo mirs, ) bytes ogtiaad)
= Becvot 11, Secc O0cDT:aft0eciSci, Det: O0:00: 00 Qi:ncsds
Ot bt 100z 90000790 0[ :} 0 (ALLGEP-routeen 0w
14 i+

Source: 00:01:af:00: 25
Ty I? {0cd3000
Trailor: 000000000000

I lsteoiet I'mt,)nL Seo Addes TVARL TR S (LR ILTL M, et AMe: ITLSLIN. 100 Q7L 0L 1IN 500)

b Temmionion Costend Protocol, Sre fort: M068 (50680, Dnt Port: 50085 (SO0SD), Geq: 0. Ack: 1OSOOGEMA, Leec: 0

-
-
-

?O oy !‘013 | «f0: %1 “ spissgs peibrale

1 90 17 0 o) b ol s 148 de e If \ ...l.\..‘(}
U8 15 ot ma e £2 B0 Mo ¥ 0O OO (I)W?OOG ....l.....

WD) WD WM WX e e

i sonpdaaBanmepnovp b F LD TRV

v"""""“*qhd = /\
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